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Almost a year after the COVID-19 
pandemic started, the world 
is still feeling the shock (and 
after-shock) of disruptions in the 
global value chain. Many have 
argued that the pandemic could 
be a turning point to improve 
GVC complexity and fragility; 
and many have turned to 
technologies for help.

According to a recent World 
Economic Forum report on 
TradeTech, which includes 
a global survey in 2020 with 
hundreds of respondents who 
engage in international trade 
operations, organisations all over 
the world have had to quickly 
adjust and adopt digitalisation 
and emerging technologies to 
keep the supply chain flowing.
As the figure above shows, 
the vast majority of survey 
respondents have opted for some 
kind of TradeTech adoption: 65 
percent have implemented or 
considered new technologies 
to reconfigure the value chain, 
59 percent have increased the 
visibility of value chain data, and 
48 percent have automated or 
digitised previously manual or 
paper-based processes. Only 
20 percent did not incorporate 
any new technologies in their 
operations. 

So what types of technologies 
are organisations turning 
to help them improve trade 
operations? In the same survey, 
the respondents identified the 
following technologies to be most 
transformative for trade. 

Before we dive into the specific 
technologies and their benefits 
for GVC, it is important to note 
there are two layers of TradeTech: 
a first layer that transforms 
internal systems and processes 
from analogue to digital; and 
a second layer that relies on the 
data generated from the first 
layer to optimise trade processes 
or generate a new class of 
service. For example, using a 
blockchain network to ensure 
data sharing among suppliers 
would not be possible if the 
data are still stored on physical 
documents. As we know, the 
global trade is still notoriously 
reliant on paper-based 
processes. Protective measures 
for COVID-19 have made clear 
that operations dependent on 
physical assets, such as paper, 
can face serious disruption 
when physical presence is not a 
possibility. Digitising is the core 
component of providing visibility 
and managing supply chain 
risk, and the first step towards 
building a resilient GVC. 

Once we pass the first layer of 
digitisation in TradeTech, here are 
some examples of how different 
technologies could help build a 
shock-proof GVC: 

Transparency and visibility:

Internet of Things data, which 
is collected using large-scale 
deployment of sensors real-time, 
such as location, temperature, 
humidity, and speed, could be 
leveraged to mitigate supply 
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chain disruption by:
i) tracking assets in real-
time from departure to final 
destination, and tracking 
inventory levels at the point of 
consumption to help firms to 
reduce stock-outs;
ii) monitoring the conditions of 
goods, for example perishable 
goods; historical data can also 
be used for preventative supply 
chain management. When 
combined with 5G networks, the 
power of IoT could further expand 
with extensive deployment and 
low latency.

Visibility across the supply chain 
is critical to optimise efficiency 
and agility, especially during 
major disruptions.  Yet obtaining 
visibility is difficult, many players 
in the ecosystem are hesitant 
to share information, either to 
protect commercially sensitive 
data, or to gain a competitive 
advantage. A decentralised 
technology, such as blockchain, 
with either private or public 
permissions, could enable data to 
be securely distributed to others 
in the blockchain network without 
requiring the point-to-point 
integration as in a centralised 

system; at the same time, players 
can manage and audit their 
data-sharing permissions directly 
on their own blockchain node. 
It’s a great solution to provide 
visibility in the supply chain while 
protecting privacy.
 
Flexibility and Agility 

As contactless trade has 
become the new norm of  the 
COVID-19 pandemic, the use 
of autonomous robotics and 
vehicles, including drones, for 
warehouse stock counting 
and goods delivery is gaining 

In past years, the trend has increased among 
governments to seek to “cleanse” supply chains of 
critical technologies due to national security or other 
concerns, including telecommunications and video 
surveillance technologies supplied or developed 
by certain competitor nations and perceived 
adversaries.6 This has led to the blacklisting of 
key technology suppliers, significant disruptions 
to the tech supply chain and strict government 
procurement restrictions.7

Governments are also intervening to restrict 
outbound flows of “critical technologies” under 
export controls, sanctions, trade secret laws 
and data privacy regulations, among others. For 
example, in 2018, the US Congress passed the 
Export Control Reform Act mandating an inter-
agency review and the identification of “emerging 
and foundational technologies” not currently 
restricted for export. These can include machine 
learning, AI, data analytics, logistics technology, 
quantum computing and others.

As a prime example, the future export potential of 
5G technology from China to several jurisdictions 
hangs in the balance due to both blacklisting by 

potential purchasing nations and increasingly 
restrictive Chinese technology and export controls. 

In some cases, governments push to create 
opportunities for local technology champions 
through state subsidies and preferential treatment, 
despite their discriminatory nature. 

In this increasingly fragmented world, multinational 
companies (MNC) are caught in the middle of 
growing tensions between market interests and 
national security grounds. Some MNCs are 
responding by redesigning their supply chain 
networks and accelerating TradeTech adoption to 
experiment with new risk management tools, such as 
microscopic RFID technology that could be used to 
trace supply chains involving restricted technologies.8

Tensions around technology will have implication not 
just in their trade but in overall trade. This is the case 
as value chains become more knowledge intensive, 
in part thanks to embedded technology. Only 18% 
of trade in goods is driven by labour costs,9 while 
knowledge-intensive goods and services account 
for half of all cross-border flows and are growing 
faster than labour- or capital-intensive flows.10

Data sharing across the supply chain would  
produce cost efficiencies and transparency. 
Although the collective gains are clear, how each 
player will benefit individually is a battle that feeds 
into a general reluctancy to share data even within 
the same supply chain.

Yet the appetite and willingness to share data and 
data insights are shifting in some arenas. Common 
purpose initiatives that might accelerate recovery 
from a pandemic that impacts trade, supply 
chains and livelihoods can be seen as incentive to 
collaborate. For example, logistics and consumer 
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The Forum’s global survey aimed to understand 
how firms are using technologies in trade and 
to assess which technologies will have the most 
impact on global trade going forward. The survey 
insights are based on 340 responses from firms of 
different sizes across sectors and from the 

world over. All respondents were from companies 
currently engaged in international trade operations.4 

The survey results identify the most transformative 
technologies to be IoT, digital payment, 
e-commerce platforms and cloud computing,  
as presented in Figure 2.

Most transformative TradeTech1.2
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traction. Autonomous robotics 
have the potential to optimise 
logistics and work processes with 
predictability and planning to 
create a more stable, simple and 
transparent supply chain system 
for global trade enterprises. For 
example, warehouse robots have 
been shown to scan pallets in 
under 30 minutes with 99.7% 
accuracy for a task that usually 
takes 100 minutes. Often relying 
on artificial intelligence and 
machine learning, the robots are 
also equipped to continuously 
improve from their experiences.  

The on-demand agile nature 
of 3D printing has proved 
especially helpful to address 
supply chain shocks during 
the COVID-19 pandemic, when 

3D printing production has 
surged in personal protective 
equipment, medical and testing 
devices, personal accessories, 
visualisation aids, and even 
emergency facilities. 
However many non-technical 
barriers exist for these 
technologies to reach their full 
potential – from fragmented 
national regulations, lack 
of interoperability and data 
standards, cybersecurity threats, 
high capital requirements, 
future of work issues, to digital 
oligopolies, among others. In 
particular, the pandemic has 
highlighted the digital divide 
between the urban and rural 
areas, developed and developing 
countries, one ethic group from 
another, and large firms and 

SMEs. We need to take actions to 
tackle these challenges to unlock 
the true power of TradeTech. 

The global value chain has 
gone, and still is going, through 
an unusual and massive shock. 
TradeTech could provide many 
benefits to help build and 
strengthen a resilient system. Yet 
to fully deliver on the promise, we 
need to build effective public and 
private partnerships to establish 
trust, promote regulatory 
cooperation, close the digital 
divide, provide skills training, and 
drive a forward-looking digital 
agenda to make global trade 
more efficient, inclusive, and 
equitable. 




